
November 22, 2021 

 

Mr. xxxxx  
xxxx 
xxxx 
 

NOTICE OF DATA BREACH 
 

Dear Mr. xxxx:  

 The NRA values the privacy of your information, which is why, as a precautionary measure, we 

are writing to let you know about a data security incident that involves your personal information. 

Although we are unaware of any actual misuse of your information, we are providing notice to you 

about the incident and about tools you can use to protect yourself against possible identity theft or 

fraud. 

 The NRA discovered a cyberattack upon its computer system in late October 2021.  This month, 

the NRA learned that some of the files compromised included data the NRA has on file for you.  The data 

accessed included your first and last name, middle initial, date of birth, driver’s license number, and 

banking account information.  To the best of our knowledge, the data accessed did not include any 

social security number, address, medical, or any other personal information about you.   

 The NRA deeply regrets that this incident occurred. The NRA is conducting a thorough review of 

the potentially affected records and computer system and will notify you if there are any significant 

developments. The NRA has implemented additional measures to enhance our security program.  

 The NRA is also working closely with outside security consultants to ensure the incident is 

contained and thoroughly addressed. 

 In addition, as a precautionary measure the NRA has arranged for NortonLifeLock to provide 1 
year of complimentary LifeLock Defender™ identity theft protection for you.  Instructions on enrolling in 
this program and the program’s benefits are attached at the end of this letter.  Please note that you 
must respond by January 31, 2022 in order to enroll in the program. 
 

 We also recommend that you remain vigilant by reviewing your account statements and credit 

reports closely.  If you detect any suspicious activity on an account, you should promptly notify the 

financial institution or company with which the account is maintained.  You should also promptly report 

any fraudulent activity or any suspected incidence of identity theft to the proper law enforcement 

authorities, the Montana Attorney General, and/or the Federal Trade Commission.  For more 

information on identify theft, we suggest that you visit the website of the Montana Attorney General at 

https://dojmt.gov/consumer/identity-theft/.  To report a possible identity theft to the FTC, go to 

https://www.identitytheft.gov or call 1-877-ID-THEFT (877-438-4338).  Complaints filed with the FTC will 

be added to the FTC’s Identity Theft Data Clearinghouse, which is a database made available to law 

enforcement agencies. 

 You may obtain a free copy of your credit report from each of the three major credit reporting 

agencies once every 12 months by visiting https://www.annualcreditreport.com, calling toll-free 877-

https://dojmt.gov/consumer/identity-theft/
https://www.identitytheft.gov/
https://www.annualcreditreport.com/


322-8228, or by completing an Annual Credit Report Request Form and mailing it to Annual Credit 

Report Request Service, P.O. Box 105281, Atlanta, Georgia 30348.  You can print a copy of the request 

form at https://www.annualcreditreport.com/manual/RequestForm.action.  Or you may elect to contact 

one of the three national credit reporting agencies.  Contact information for the three national credit 

reporting agencies for the purpose of requesting a copy of your credit report or for general inquiries is 

provided below: 

Equifax     Experian    TransUnion 
(800) 685-1111    (888) 397-3742    (800) 888-4213 
www.equifax.com   www.experian.com   www.transunion.com 
 
 You may also want to consider placing a fraud alert on your credit report.  An initial fraud alert is 
free and will stay on your credit file for at least one year.  The alert informs creditors or possible 
fraudulent activity within your report and requests that the creditor contact you prior to establishing 
any accounts in your name.  To place a fraud alert on your credit report, contact any of the three credit 
reporting agencies identified above.  The credit bureau you contact must tell the other two bureaus to 
place a fraud alert on your credit report.      
 
 You may also have the right to put a security freeze on your credit file.  This will prevent new 
credit from being opened in your name without the use of a PIN number that is issued to you when you 
initiate the freeze.  A security freeze is designed to prevent potential creditors from accessing your 
credit report without your consent.  As a result, using a security freeze may interfere with or delay your 
ability to obtain credit.  You must place a security freeze on your credit file with each credit reporting 
agency separately.   
 

 For further information and assistance, please contact the NRA’s representative at (800) 550-

4440, Monday through Friday, 9:00am to 5:00pm ET.   

 

Sincerely, 

 

Linda Crouch 
Executive Director of Human Resources 
 

 

 

 

 

 

 

 

https://www.annualcreditreport.com/manual/RequestForm.action
http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/


The NRA has retained NortonLifeLock to provide 1 year of complimentary LifeLock Defender™ identity 
theft protection. 
 
To activate your membership online and get protection at no cost to you: 
 

1. In your web browser, go directly to www.LifeLock.com. Click on the yellow “START MEMBERSHIP” 
button (do not attempt registration from a link presented by a search engine). 

 
2. You will be taken to another page where, below the FOUR protection plan boxes, you may enter 

the Promo Code: NRA2111 and click the “APPLY” button. 
 

3. On the next screen, enter your Member ID: 399638 and click the “APPLY” button. 

 
4. Your complimentary offer is presented. Click the red “START YOUR MEMBERSHIP” button. 

 
5. Once enrollment is completed, you will receive a confirmation email (be sure to follow ALL 

directions in this email). 

 
Alternatively, to activate your membership over the phone, please call:  1-800-899-0180 

 

You will have until January 31, 2022 to enroll in this service. 
 

Once you have completed the LifeLock enrollment process, the service will be in effect. Your 
LifeLock Defender™ membership includes: 
 

✓ Primary Identity Alert System† 
✓ 24/7 Live Member Support 
✓ Dark Web Monitoring** 
✓ Norton™ Security Deluxe1 (90 Day Free Subscription) 
✓ Stolen Funds Reimbursement up to $25,000††† 
✓ Personal Expense Compensation up to $25,000††† 
✓ Coverage for Lawyers and Experts up to $1 million††† 
✓ U.S.-based Identity Restoration Team 

 
No one can prevent all identity theft or cybercrime. † LifeLock does not monitor all transactions at all businesses. 
1Norton Security Online provides protection against viruses, spyware, malware, and other online threats for up to 5 PCs, Macs, Android devices. Norton 
account features not supported in this edition of Norton Security Online. As a result, some mobile features for Android are not available such as anti-
theft and mobile contacts backup. iOS is not supported. 
**These features are not enabled upon enrollment. Member must take action to get their protection. 
†††Reimbursement and Expense Compensation, each with limits of up to $25,000 for Defender. And up to $1 million for coverage for lawyers and 
experts if needed. Benefits under the Master Policy are issued and covered by United Specialty Insurance Company (State National Insurance Company, 
Inc. for NY State members). Policy terms, conditions and exclusions at: LifeLock.com/legal.  

 


